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Abstract
A private set intersection (PSI) protocol allows two (or more) parties, each with sets from a
common domain, to learn the intersection of their sets, while being “assured” that no information
about their sets beyond the intersection has been revealed to the other parties. The level of this
“assurance” provided depends on the model that is used while proving security of the protocol.
We review some of the common models of security for two-party protocols used in the literature,
and relate them to each other via implications and separations.
PSI protocols have found use in a wide variety of applications in different walks of life, from
measuring the effectiveness of online advertisements and checking whether passwords have been
compromised, to genomics and public health problems such as contact tracing. In this work, we
look at a number of applications using two-party PSI protocols or common variants, and study
the appropriateness of the applied security model to the problem at hand.
A common trend in existing work is the use of the weaker semi-honest model of security.
While this allows for more efficient constructions, we point out, both via an explicit example and
via a generic construction, how we can break security via minor deviations from the protocol
specification when a protocol is secure only against semi-honest adversaries.
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1

Introduction

The online world is built on the back of interactions between multiple parties. Online interactions
usually involve the collection and processing of (possibly sensitive) user data, sometimes to make
the user’s life easier, or at times for the profit of the service provider. For some of these interactions,
the parties might not know or trust who they are interacting with. Even when there is trust between
parties, the plethora of data breaches that happen online mean that one can never be sure their
data is safe once it is used online. This would make parties wary about sharing their personal or
sensitive information in these protocols. A fundamental problem considered in cryptography deals
with the feasibility of parties interacting with each other in such a way that the parties are able to
compute some joint function of their private inputs, while minimizing the amount of information
that is revealed during this computation. This is the Secure Multiparty Computation problem.
Secure Multiparty Computation (MPC). MPC has been an area of theoretical study in cryptography for many years, starting from works by Yao [Yao86] for the two-party setting, and by Goldreich, Micali and Wigderson (GMW) [GMW87] for the multiparty setting. In the MPC setting,
there are n parties P1 , P2 , . . . Pn . The party Pi has an input xi ∈ {0, 1}∗ (for every i ∈ [n]). There
are n (not necessarily distinct) functions f1 , f2 , . . . fn , where for i ∈ [n], the party Pi is interested in
learning the output of function fi : {0, 1}∗ × . . . × {0, 1}∗ → {0, 1}∗ on the inputs of all the parties,
fi (x1 , x2 , . . . , xn ). Every party would like to do this while revealing as little as possible about their
input. Protocols for MPC allow multiple parties to compute such a joint function of their inputs
without resorting to the presence of a trusted party, and while having confidence that their private
information is not being unduly leaked. This is an essential requirement of today’s internet, given
its inherently decentralized nature. MPC protocols find uses in a wide variety of online protocols, including those for auctions [BCD+ 08], biomedical computations [BBD+ 11, CWB18], data
analysis [LP08, BKL+ 14, BKK+ 16], and in finance [AKL12, BTW12].
Security models. The security-critical nature of these applications calls for clear knowledge of
exactly how much “confidence” participants should have in the security of the protocol. This is done
via the use of different security models that provide differing levels of guarantees to the parties.
These models assume that some fraction of the parties are “corrupted” by an adversary that is
trying to subvert the protocol execution. Security is achieved if the protocol is able to withstand
an attack by these corrupted parties. The high-level goals aimed for by these security models are
as follows [HL10]:
- Privacy. No party Pi should learn anything more than the value of the function fi on all the
parties’ inputs. In other words, the only information a party Pi should learn about any other
party’s inputs is information that can be derived from the value of function fi on the parties’
inputs.
- Correctness. Each party Pi should be guaranteed to receive the value of the function it is
interested in computing on the parties’ inputs, fi (x1 , . . . xn ), from the protocol.
- Independence of Inputs. The inputs of the corrupted parties should be picked independently
of the inputs of the honest parties.
- Guaranteed Output Delivery. The corrupt parties should not be able to prevent the other
parties from receiving their outputs.
- Fairness. The definition of fairness asks that the corrupted parties receive their outputs iff
the honest parties receive their outputs.
Note that in the two-party setting, it is impossible to achieve the goals of guaranteed output delivery
and fairness for general computations.
It is non-trivial to formally define all these goals, and it is also not necessary that the above list
3

is an exhaustive one for achieving protocol security. The standard approach to defining security
for such protocols is via the simulation paradigm. This approach defines an “ideal world” in which
there exists an external trusted party that helps the parties perform the computation. In the “real
world,” the parties run some protocol between themselves (without any trusted party). Security
is then formulated by showing that for any adversary that successfully attacks the protocol in the
real world, there exists an adversary that can carry out the same attack in the ideal world.
Security models are classified based on the power given to the adversary in the model. The
simplest security model is the semi-honest model (also called the honest-but-curious model). This
model restricts parties corrupted by the adversary to following the specifications of the protocol.
However, the adversary can look at the messages sent in the protocol and try to learn information
about the other party’s inputs. A stronger model (that is, one that gives the adversary more power)
is the malicious model, where the adversary can instruct corrupted parties to deviate from the
protocol. The covert model lies in between the above two models in strength – it allows an
adversary to cause arbitrary deviations from the protocol (as in the malicious model), with the
caveat that if the adversary does so, such a deviation will be detected by the honest parties with
some given probability.
Efficiency. There is a trade-off between security and efficiency that must be balanced while
building MPC protocols. Achieving security in weaker models of security can generally be done more
efficiently, and achieving stronger forms of security requires more computation and communication
overhead between the parties.
Multiparty computation protocols usually are constructed for generic computation, meaning
they can then be used for a variety of problems simply by compiling the problem into the format
required by the protocol. However, achieving this generality also has efficiency drawbacks. There
has therefore been a thrust towards developing specialized protocols for specific applications. The
increased specificity of these protocols allows for efficiency improvements. One important specialization that has seen significant research interest is that of Private Set Intersection (PSI).
Private Set Intersection. Consider a set of parties, each of whom have an input set from a
common domain. The parties are interested in learning the intersection of all their sets, while each
keeping their inputs as private as possible. This problem was first considered by Freedman, Nissim
and Pinkas [FNP04] for the two-party setting. Since then, there has been a large amount of work
in developing efficient protocols for the PSI problem, especially in the two-party setting [DMRY09,
DKT10, KLC12, HEK12, DCW13, PSZ14, PSSZ15, KKRT16, RR17a, RR17b, CLR17, RA18,
PRTY19, PRTY20, CM20, KK20, RT21], but also in the multi-party setting [KS05, SS08, NAA+ 09,
CJS12, HV17, KMP+ 17, IOP18, GN19, BMRR21, NTY21]. The literature has also branched out
into a number of related problems that compute different functions of the set intersection [DGT12,
IKN+ 17, IKN+ 19, MPR+ 20], or compute the intersection on certified sets [CZ09, DKT10, DT10].
In this work, we restrict our focus to two-party PSI protocols, some common variants in the twoparty setting, and their applications.
Applications. There are a number of applications that make use of PSI protocols in order to
achieve their aims in a privacy preserving manner. The straightforward applications are those in
which both the participants have sets of information, and are interested in checking for the overlap
of their sets. These include in law enforcement, such as terror watch lists and commercial flight
rosters, and for checking whether passwords belong to a list of passwords known to be compromised.
We review some of these applications in more detail in this work, and study how they make use of
PSI protocols.
Application Security. The level of security we need to aim for depends heavily on the context
4

of the application being tackled using a PSI protocol. Questions that need to be considered include
the sensitivity of the data at risk of being revealed, and the amount of trust that we should have
in the participants.
A significant fraction of the PSI protocols constructed in the literature are shown to be secure
only against semi-honest adversaries. A common reason for doing so is to maintain a reasonable
level of efficiency, without which the time taken might be too long to be practical or marketable.
We however discuss how restricting to semi-honest adversaries may not be sufficient for most
applications. We look at possible alternatives such as execution in trusted environments like Intel
SGX, and code audits, and what assurances they could provide. We also consider the amount of
benefit that using the stronger security models would give these applications.
We also note that no matter which model of security we use, a PSI protocol is unable to defend
against someone giving different inputs to the protocol. We look into the variants of PSI that have
been developed to help with this shortcoming, and analyze their benefits.
Organization. The rest of this report is organized as follows. We begin with defining the different
notions of security used in secure multi-party computation, and follow it up with a discussion on
their positives and negatives in Section 2. We then narrow focus to PSI protocols and some of their
common variants in Section 3. In Section 4, we discuss some popular applications that make use
of PSI protocols (or PSI variants) as building blocks. Due to the general tendency of protocols in
the literature to focus on semi-honest security, we then explicitly show a simple but effective attack
on a semi-honest protocol ofChase and Miao [CM20] when a party deviates from the protocol in
Section 6. We conclude with some directions for future research in Section 7.

2

Notions of Security

The existing literature on Private Set Intersection protocols uses a variety of different definitions of
security. All definitions, however, follow the same general framework known as the simulation (or
Real/Ideal) paradigm [Can00, Bea91, MR92]. In this section, we first start with some notation
and preliminaries, and then describe the simulation paradigm in the two-party setting. Then,
we proceed to formally define the different notions of security considered in the literature. The
definitions that follow are largely adapted from Hazay and Lindell (HL) [HL10].
Notation and Preliminaries. If w is a vector then |w| is its length (the number of its coordinates) and w[i] is its i-th coordinate. Strings are identified with vectors over {0, 1}, so that |Z|
denotes the length of a string Z and Z[i] denotes its i-th bit. By ε we denote the empty string or
vector. By xky we denote the concatenation of strings x, y. If x, y are equal-length strings then
x⊕y denotes their bitwise XOR, and x ∧ y denotes their bitwise AND. If S is a finite set, then |S|
denotes it size. If S is a set, we use P (S) to denote the power set of S
If X is a finite set, we let x ←$ X denote picking an element of X uniformly at random and
assigning it to x. Algorithms may be randomized unless otherwise indicated. If A is an algorithm,
we let y ← AO1 ,... (x1 , . . . ; ω) denote running A on inputs x1 , . . . and coins ω, with oracle access to
O1 , . . ., and assigning the output to y. By y ←$ AO1 ,... (x1 , . . .) we denote picking ω at random and
letting y ← AO1 ,... (x1 , . . . ; ω). We let [AO1 ,... (x1 , . . .)] denote the set of all possible outputs of A
when run on inputs x1 , . . . and with oracle access to O1 , . . .. Running time is worst case, which for
an algorithm with access to oracles means across all possible replies from the oracles. “PT” stands
for “polynomial time” while “PPT” stands for “probabilistic polynomial time.” An adversary is an
algorithm. Unless specifically stated otherwise, we assume adversaries to be PPT. We use ⊥ (bot)
as a special symbol to denote rejection, and it is assumed to not be in {0, 1}∗ . By 1λ we denote
the unary representation of the integer security parameter λ ∈ N.
5

A function ν : N → N is negligible if for every positive polynomial p : N → R there is a λp ∈ N
such that ν(λ) ≤ 1/p(λ) for all λ ≥ λp . A probability ensemble X = {X(a, λ)}a∈{0,1}∗ ;λ∈N is an
infinite sequence of random variables sequenced by the parties inputs (denoted by a) and the security
parameter λ. Two probability ensembles X = {X(a, λ)}a∈{0,1}∗ ;λ∈N and Y = {Y (a, λ)}a∈{0,1}∗ ;λ∈N
c
are said to be computationally indistinguishable, denoted by X ≡ Y , if for every non-uniform PT
algorithm D there exists a negligible function µ(·) such that for every a ∈ {0, 1}∗ and every λ ∈ N,
h
i
h
i
Pr D(1λ , a, X(a, λ)) = 1 − Pr D(1λ , a, Y (a, λ)) = 1 ≤ µ(λ)
Digital signatures. A (digital) signature scheme DS specifies PT algorithms for key-generation,
signing and verifying, as follows. Via (sk, vk) ←$ DS.K(1λ ), the signer generates a secret signing
key sk and public verification key vk. Via σ ←$ DS.S(1λ , sk, vk, m), the signer generates a signature
of a message m ∈ {0, 1}∗ . Via vf ← DS.V(1λ , vk, m, σ), the verifier deterministically generates a
boolean decision as to the validity of σ. Correctness requires that DS.V(1λ , vk, m, σ) = true for all
λ ∈ N, all σ ∈ [DS.S(1λ , sk, vk, m)], all (sk, vk) ∈ [DS.K(1λ )] and all m ∈ {0, 1}∗ . The security
metric for digital signature schemes is unforgeability (UF) [GMR88]. We refer the reader to Section
6 of Arte and Bellare [AB20] for more details on the definition of unforgeability with this notation.

2.1

The Simulation Paradigm

The basic idea underlying the simulation paradigm is the comparison of the behavior of a “real
world” protocol with an “ideal world” functionality (or ideal functionality). The ideal functionality
is constructed in such a way as to be secure by definition – usually via the presence of a universally
trusted party that performs the computation. We assume adversaries are allowed to “corrupt”
one of the two parties participating in the protocol. For the purpose of this work, we assume the
corruption is static – that is, that the corrupted party is fixed at the start of the protocol and
does not change throughout the protocol. The view of an adversary consists of the inputs, the
internal randomness of the parties that have been corrupted by the adversary, and the messages
the corrupted parties receive during the protocol. Proving security in the simulation paradigm then
involves constructing a simulator in the ideal world that can generate a view for the adversary that
is indistinguishable from the view of the adversary in the real world.
Two-party functionalities. A two-party protocol is constructed to solve a specific problem,
which is called a functionality. A functionality maps pairs of inputs to pairs of outputs (one for
each party), and we denote it by F : {0, 1}∗ × {0, 1}∗ → {0, 1}∗ × {0, 1}∗ , where F = (f1 , f2 ).
That is, when the first party has an input x and the second party has an input y, the functionality
calculates f1 (x, y) for the first party and f2 (x, y) for the second party. This is also denoted by
(x, y) 7→ (f1 (x, y), f2 (x, y)). Functionalities can be probabilistic, but for our purposes – that is,
private set intersection – we only need to deal with deterministic functionalities.
It is generally unavoidable to reveal some knowledge of the input lengths involved in the computation. This is accounted for by implicitly assuming that the functionality is such that the parties
know the length of all inputs.

2.2

Semi-honest security

In the semi-honest model, it is assumed that all parties (whether corrupted by the adversary
or honest) exactly follow the protocol specification, and do not misrepresent their inputs in any
way. Security is achieved when the adversary is unable to obtain any additional information from
6

participating the protocol as compared to participating in the ideal world.
Consider a two-party PPT functionality F = (f1 , f2 ), and let Π be a two-party protocol for
computing F. We start with the following notation:
Views. The view of the i-th party (i ∈ {1, 2}) during an execution of the protocol Π on inputs
(x, y) with security parameter λ is denoted by viewΠ
i (x, y, λ). A party’s view includes the input
of the party, the contents of its internal random tape, and the transcript of messages the party
received during the protocol.
Outputs. The output of the i-th party during the execution of the protocol Π on on inputs (x, y)
with security parameter λ is denoted by outputΠ
i (x, y, λ). A party’s output can be computed from
its view of the execution. The joint output of the execution is denoted by outputΠ (x, y, λ) =
Π
outputΠ
1 (x, y, λ), output2 (x, y, λ)
Definition 2.1 ([HL10], Definition 2.2.1) Let F = (f1 , f2 ) be a two-party functionality, and let
Π be a two-party protocol. We say that Π securely computes F in the presence of static semi-honest
adversaries if there exist PPT algorithms S1 and S2 such that
c

Π
{S1 (1λ , x, f1 (x, y)), F(x, y)}x,y,λ ≡ {viewΠ
1 (x, y, λ), output (x, y, λ)}x,y,λ ,
c

Π
{S2 (1λ , y, f2 (x, y)), F(x, y)}x,y,λ ≡ {viewΠ
2 (x, y, λ), output (x, y, λ)}x,y,λ ,

where x, y ∈ {0, 1}∗ and λ ∈ N.
Note that the simulators for the parties simulate the view of the party after having access solely
to the party’s input and the output of the functionality on all the parties’ inputs. The restriction
of adversaries to conform to the protocol specification makes this a rather weak model of security.
In general, the semi-honest model is useful for ensuring that there is no inadvertent leakage of
information from the messages sent in the protocol, or in cases where there are external reasons to
trust that parties will follow the specifications of the protocol perfectly.

2.3

Security against malicious adversaries

The malicious model is a stronger model of security, wherein the adversaries are allowed to arbitrarily deviate from the specification of the protocol. Security is achieved when even this added
strength provided to the adversary does not allow the adversary to obtain any additional information from participating in the protocol. Defining security in this scenario is significantly more
complicated that in the previous, semi-honest case. For example, it is not possible to prove security
just by constructing a simulator that can generate the view of a corrupted party. This is because
a malicious party can choose to use a different input than what is locally present.
As we have previously mentioned, achieving guaranteed output delivery and fairness is in general
not possible in the two-party setting. This limitation needs to be incorporated into the ideal setting.
We do this by allowing the adversary to obtain the corrupted party’s output without the honest
party necessarily receiving its output. This is sometimes also known as security with selective abort.
We assume that the adversary corrupts exactly one of the two parties in the protocol.
Ideal model execution. Let the two participating parties be P1 and P2 . Let the original input
of party P1 be x ∈ {0, 1}∗ and that of party P2 be y ∈ {0, 1}∗ . We assume an adversary A has an
auxiliary input z ∈ {0, 1}∗ . We further assume the adversary corrupts a single party, and we denote
the corrupted party by Pi where i ∈ {1, 2}, and the honest party by Pj where j ∈ {1, 2}, j 6= i. An
ideal execution for a two-party functionality F = (f1 , f2 ) proceeds as follows:
7

- Sending inputs to trusted party. The honest party Pj sends its input to the trusted party.
The corrupted party Pi is controlled by the adversary A, and the adversary can decide to
either abort, or to send the original input, or to send a different input of the same length. The
adversary decides this based on the input of the corrupted party and the auxiliary information.
Let (x0 , y 0 ) denote the inputs sent to the trusted party – note that at most one of x0 and y 0
could differ from the original inputs x and y respectively.
- The early abort option. If the trusted party receives a command to abort, aborti , from the
corrupted party, then it sends aborti to the other party as well and the execution terminates.
- Adversary receives output. The trusted party uses the inputs (x0 , y 0 ) it receives to compute
f1 (x0 , y 0 ) and f2 (x0 , y 0 ). The trusted party then sends the corrupted party its output. That
is, it sends fi (x0 , y 0 ) to Pi .
- Adversary decides whether or not to halt. The adversary then instructs the trusted party to
continue the execution (via continuei ) or to abort (via aborti ). If the adversary’s instruction
is to continue, then the trusted party sends the honest party its output – that is, it sends
fj (x0 , y 0 ) to Pj . On the other hand, if the adversary’s instruction is to abort, it sends aborti
to the honest party Pj .
- Outputs. The honest party always outputs the output value it receives from the trusted
party. On the other hand, the adversary computes the output of the corrupted party as
some polynomial time computable function of the original input of the corrupted party, the
auxiliary input z, and the value received from the trusted party, fi (x0 , y 0 ).
We use idealF ,A(z),i (x, y, λ) to denote the output pair of the honest party and the adversary A in
the ideal execution described above.
Real model execution. This is the scenario when there is no trusted party, and the two parties
run a two-party protocol Π in order to compute F. The real execution of protocol Π on inputs
(x, y), with auxiliary input z to the adversary A (that corrupts a party Pi ) and security parameter
λ is denoted by realΠ,A(z),i (x, y, λ).
Defining security. The standard definition of security in the malicious setting works by showing
that adversaries in the ideal model are able to emulate executions of the protocol in the real model.
More formally, we have the following definition.
Definition 2.2 ([HL10], Definition 2.3.1) Let F = (f1 , f2 ) be a two-party functionality, and
let Π be a two-party protocol. We say that Π securely computes F with abort in the presence of
malicious adversaries if for every non-uniform PPT adversary A for the real model, there exists a
non-uniform PPT simulator S for the ideal model such that for every i ∈ {1, 2}, we have,

c 
idealF ,S(z),i (x, y, λ) x,y,z,λ ≡ realΠ,A(z),i (x, y, λ) x,y,z,λ
where x, y, z ∈ {0, 1}∗ and λ ∈ N.

2.4

Security against covert adversaries

The covert model was first introduced by Aumann and Lindell [AL07]. In this model, the adversaries
are allowed to arbitrarily deviate from the specification of the protocol (just as in the malicious
model). The main point of difference between this model and the malicious model is that in this
model, adversaries are willing to risk being caught with greater than negligible probabilities. The
definition of security is again based on the real/ideal simulation paradigm. The general idea is
that if the adversary “cheats”, then it will be caught by the honest party with some probability.
Cheating is informally the ability to do something that is impossible to recreate in the ideal model.
8

Ideal model execution. There are some modifications made to the execution in the ideal model
that we saw in the previous subsection. As before, we have two parties, P1 with original input
x ∈ {0, 1}∗ and P2 with original input y ∈ {0, 1}∗ . The adversary has an auxiliary input z ∈ {0, 1}∗ ,
and we assume it corrupts exactly one party Pi as before. As before, the honest party is denoted
by Pj . An ideal execution for a two-party functionality F = (f1 , f2 ) with parameter  (where
0 ≤  ≤ 1) proceeds as follows:
- Sending inputs to trusted party. The honest party Pj sends its input to the trusted party.
The corrupted party Pi is controlled by the adversary A, and the adversary can decide to
either abort, or to send the original input, or to send a different input of the same length. The
adversary decides this based on the input of the corrupted party and the auxiliary information.
Let (x0 , y 0 ) denote the inputs sent to the trusted party – note that at most one of x0 and y 0
could differ from the original inputs x and y respectively.
- The early abort option. If the trusted party receives a command to abort, aborti from the
corrupted party, then it sends aborti to the other party as well and the execution terminates.
The corrupted party can also send a message corruptedi saying it is corrupted to the trusted
party. In this case, the trusted party forwards corruptedi to the honest party, and the execution
terminates.
- The cheat option. The corrupted party can send a cheat message. cheati to the trusted party.
If it does, the trusted party, with probability , sends corruptedi to the adversary and the
honest party. Otherwise (that is, with probability 1 − ) the trusted party sends undetected
to the adversary along with the honest party’s input. Then the adversary sends the trusted
party a value τ of its choice for the honest party. The trusted party sends this value τ to the
honest party for its output. The protocol execution ends at this point.
- Adversary receives output. The trusted party uses the inputs (x0 , y 0 ) it receives to compute
f1 (x0 , y 0 ) and f2 (x0 , y 0 ). The trusted party then sends the corrupted party its output. That
is, it sends fi (x0 , y 0 ) to Pi .
- Adversary decides whether or not to halt. The adversary then instructs the trusted party to
continue the execution or to abort. If the adversary’s instruction is to continue (via continuei ),
then the trusted party sends the honest party its output – that is, it sends fj (x0 , y 0 ) to Pj .
On the other hand, if the adversary’s instruction is to abort (via aborti ), it sends aborti to
the honest party Pj .
- Outputs. The honest party always outputs the output value it receives from the trusted
party. On the other hand, the adversary computes the output of the corrupted party as
some polynomial time computable function of the original input of the corrupted party, the
auxiliary input z, and the value received from the trusted party, fi (x0 , y 0 ).
We use idealscF ,A(z),i (x, y, λ) to denote the output pair of the honest party and the adversary A
in the ideal execution described above.
Real model execution. The execution in the real model and the definition of realΠ,A(z),i (x, y, λ)
is the same as in the previous subsection.
Security definition. The formal definition of security against covert adversaries is as follows:
Definition 2.3 ([HL10], Definition 2.4.1) Let F = (f1 , f2 ) be a two-party functionality, let Π
be a two-party protocol, and let  : N → [0, 1] be a function.. We say that Π securely computes
F with abort in the presence of covert adversaries with -deterrent if for every non-uniform PPT
adversary A for the real model, there exists a non-uniform PPT simulator S for the ideal model
such that for every i ∈ {1, 2}, we have,
n
o
c 
idealscF ,S(z),i (x, y, λ)
≡ realΠ,A(z),i (x, y, λ) x,y,z,λ
x,y,z,λ
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Figure 1: Relations among the security models defined in Section 2. A black arrow A → B is an implication:
every scheme that is A-secure is also B-secure. A blue arrow A → B is a “conditional” implication: a scheme
that is A-secure is also B-secure, iff a certain condition is satisfied. A red barred arrow A 6→ B is a separation:
there is an A-secure scheme that is not B-secure.

where x, y, z ∈ {0, 1}∗ and λ ∈ N.

2.5

The augmented semi-honest model

This is an extension of the semi-honest model introduced by Goldreich [Gol04], which requires
adversaries to follow the specifications of the protocol, with the added power to change the input of
the corrupted party before execution, and to abort at any point during the protocol. This model has
not seen much adoption in practice, due to which we refer the reader to Section 7.4 of Goldreich’s
textbook [Gol04] for the specifics of the definition.

2.6

Relations between these models of security

At first glance, the expectation is that the semi-honest model is the weakest, with the covert and
malicious models being progressively stronger. We highlight here some results that establish the
relationship between these models of security, and we summarize these results in Figure 1. We refer
the reader to the corresponding works of literature in the cases where we do not sketch the proof
out.
Proposition 2.4 ([HL10], Proposition 2.4.3) Let Π be a protocol that securely computes a
functionality F with selective abort in the presence of malicious adversaries. Then Π securely
computes F in the presence of covert adversaries with -deterrent, for every 0 ≤  ≤ 1.
Proposition 2.5 ([HL10], Proposition 2.4.3) Let Π be a protocol that securely computes a
functionality F in the presence of covert adversaries with -deterrent, for (λ) ≥ 1/ poly(λ). Then
Π securely computes F in the presence of augmented semi-honest adversaries.
Proposition 2.6 ([HL10], Proposition 2.4.5) Let µ be a negligible function. Let Π be a protocol
that securely computes a functionality F in the presence of covert adversaries with -deterrent, for
(λ) = 1 − µ(λ). Then Π securely computes F with selective abort in the presence of malicious
adversaries.
Proposition 2.7 There exists a protocol Π such that Π securely computes F with selective abort
against malicious adversaries, but Π does not securely compute F against semi-honest adversaries.
10

Protocol Π∧
The functionality to be computed is (x, y) 7→ (⊥, x∧y).
The inputs x, y ∈ {0, 1}.
1

P1 sends P2 its input bit x.

2

P2 outputs the bit x ∧ y.

Figure 2: The protocol Π∧ for computing the binary logical AND function, that is used in Proposition 2.7.

Proof of Proposition 2.7: We make use of Example 1 in Section 2.3.3 of HL. Consider the
protocol Π∧ for computing the binary logical AND function given in Figure 2. We state the
following two lemmas, and refer the reader to HL for their proofs.
Lemma 2.8 ([HL10], Claim 2.3.3) The protocol Π∧ securely computes the binary logical AND
functionality with selective abort in the presence of malicious adversaries.
Lemma 2.9 ([HL10], Claim 2.3.4) The protocol Π∧ does not securely compute the binary logical
AND functionality in the presence of semi-honest adversaries.
These two lemmas complete the separation, as they show the existence of a protocol that securely
computes a functionality with selective abort in the presence of malicious adversaries, but does not
securely compute the functionality in the presence of semi-honest adversaries.
Proposition 2.10 Let Π be a protocol that securely computes functionality F against semi-honest
adversaries. There exists a protocol Π0 such that Π0 securely computes F against semi-honest
adversaries, but Π0 does not securely compute F with selective abort against malicious adversaries.
Proof of Proposition 2.10: We first provide the construction of the two party protocol Π0
using the protocol Π. Let A and B be two parties with private inputs X and Y . Without loss of
generality, we assume that party A starts the protocol by sending a message mΠ
1 to B, followed by
party B sending the message mΠ
to
A,
and
so
on.
That
is,
in
the
k-th
round
of the protocol, A
2
Π to A. We use Π to construct a two-party protocol Π0 that
sends mΠ
to
B,
and
B
sends
m
2k−1
2k
is also semi-honest secure, but for which there is a simple attack against malicious security. The
construction of Π0 is as follows:
Π
• Let mΠ
1 and m2 be the first messages sent by the parties A and B respectively in the specification of protocol
Π. The specification of protocol Π0 requires that party A first send

0
Π
mΠ
1 = m1 , 0 to party B. That is, the message sent has one additional zero bit appended
to the message from the original protocol Π.
0
• Protocol Π0 specifies that party B parse mΠ
1 → (m1 , b). If b = 0, then party B computes
m2 as per the specification of protocol Π when input from party A is m1 , and then sends
0
Π0
mΠ
2 = m2 to party A. If b = 1, then party B sends m2 = Y to party A. That is, party B
sends its entire private input to party A when b = 1.
• The rest of the protocol specifications of Π0 and Π are identical.

We now state two lemmas, from which we can complete the proof. The proofs of the lemmas are
sketched below this proof.
Lemma 2.11 The protocol Π0 constructed above securely computes the functionality F in the presence of semi-honest adversaries.
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Lemma 2.12 The protocol Π0 constructed above does not securely compute F in the presence of a
malicious adversary that corrupts party A.
Note that for the sake of simplicity we are only considering an attack by party A. Allowing for an
attack by a malicious party B would require an additional change to the second and third messages
m2 and m3 sent in the protocol as well. These two lemmas together show that the protocol Π0
securely computes F against semi-honest adversaries, but not against malicious adversaries with
selective abort.
Proof of Lemma 2.11: The proof of the proposition is simple, and we sketch it here. The
protocol specification requires that the bit b sent at the end of the first message from party A
to party B in protocol Π0 is 0. As a result, in the presence of semi-honest adversaries, the next
0
message m2Π sent by party B to party A is identical to the message that would have been sent
0
in the original protocol, mΠ
2 . The rest of the protocol Π then proceeds identically to protocol Π.
This allows us to reduce the security of protocol Π0 against semi-honest adversaries to the security
of protocolo Π against semi-honest adversaries, which completes the proof.

0
Π
Proof of Lemma 2.12: It suffices to describe the attack: Party A sends mΠ
1 = m1 , 1 to party
B. As the party B is honest, it follows the protocol specification, which requires it to send its entire
0
private input to party A in its next message mΠ
2 . This breaks the security of the protocol.

2.7

Discussion

It is important to be mindful of exactly what is guaranteed by security in these models. In the
semi-honest model, there are no claims made to security if any of the parties deviate from the
protocol. Therefore, the semi-honest model can be thought of as simply ensuring the privacy of
the communication in the protocol. The adversary is essentially a passive spectator to the protocol
(even though it may have corrupted a party), and all it does is study the messages received from
the other parties to try and retrieve information about the other parties private inputs.
Given this, it is important to be confident that all parties will not deviate from the protocol
before using a semi-honest secure protocol in an application. If such confidence is not achievable,
then it is necessary to consider using a stronger notion of security – the covert model is one that
provides some confidence by providing some assurance of detection of deviations.
Note however, that even the malicious model does not account for parties that modify their
private inputs. That is, we cannot avoid the possibility that a party uses an input different from
the one they locally possess. This means that a party could obtain certain information about other
parties’ private inputs if they maliciously pick their inputs. This is a limitation of the problem we
are trying to solve, as such behavior cannot be prevented. We must always be mindful of this while
analyzing the usefulness of multi-party computation techniques to different applications. Failing
to do so could lead to real-world vulnerabilities in protocols that are “provably-secure” – such as
those that can be exploited using enumeration attacks [HWS+ 21] (which we discuss later).

3

Private Set Intersection and Variants

Private set intersection (PSI) is a special case of the more general multi-party computation problem.
One classification of the variants is based on whether the scenario is symmetric or asymmetric.
The asymmetric scenario is one in which the two parties receive different functions of the inputs,
12

that is, the functionality is of the form (x, y) 7→ (f1 (x, y), f2 (x, y)). In a number of scenarios, a
special case is considered such that one party does not learn any information while the other learns
some function. That is, the functionality is of the form (x, y) 7→ (⊥, f (x, y)). The symmetric
scenario is a special case where both the parties receive the same function of the inputs, that is,
the functionality is of the form (x, y) 7→ (f (x, y), f (x, y)). In what follows, we assume that X and
Y are sets of elements that are subsets of a common domain, which we denote by Dom.
Private Set Intersection (PSI). Here, both the parties participating in the protocol have sets
of elements, and they wish to find the intersections of their sets while revealing no further information about their sets. The symmetric functionality is (X, Y ) 7→ (X ∩ Y, X ∩ Y ), while the
asymmetric functionality is (X, Y ) 7→ (⊥, X ∩ Y ).
Function-PSI (f-PSI). There are various application scenarios where it is desired not to reveal the
entire intersection to a party, but rather only reveal some aggregate computation performed on the
intersection. In a function-PSI protocol, the parties have their private input sets, and at least one of
the parties receives the result of performing some fixed function on the intersection and no additional
information. That is, neither party receives the actual intersection. The symmetric functionality
is (X, Y ) 7→ (f (X ∩ Y ), f (X ∩ Y )), while the asymmetric functionality is (X, Y ) 7→ (⊥, f (X ∩ Y )).
PSI-sum. This can be considered to simply be a special case of the function-PSI variant, where the
fixed function in question sums up values that correspond to each element in the intersection and
returns the result. The usefulness of this variant for applications like ad-conversion has motivated
the development of specialized protocols for this variant []. The asymmetric version of this functionP
ality is (X, Y ) 7→ (⊥, sum(X ∩ Y )), where we define sum : P (Dom) → Dom as sum(S) = s∈S s
(Under the assumption that the set Dom is closed under addition, for the appropriate definition of
the addition operation).
PSI Cardinality (PSI-CA). This is another special case of the function-PSI variant. Here, the
fixed function simply returns the cardinality of (i.e. the number of elements in) the intersection.
This variant has uses in scenarios where only the size of the overlap between the parties’ sets is of
interest. The asymmetric version of this functionality is (X, Y ) 7→ (⊥, |X ∩ Y |).
Authorized PSI (APSI). This variant [CZ09, DKT10, DT10] adds in a mechanism to “authorize” client inputs. In addition to the usual two parties, there is additionally assumed to be a
trusted certification authority that certifies the input sets. This certification authority has no
role to play in the actual intersection protocol, and does not need to be trusted for anything
beyond its certificates of the input sets. Let DS be a digital signature scheme, and let the certification authority (CA) have (vk , sk) ←$ DS.K as its verification and signing keys. The asymmetric version of this functionality can be written as ((X, σX ), (Y, σY )) 7→ (⊥, g(X, Y, σX , σY )),
where σX ←$ DS.S(1λ , sk, vk , X) and σY ←$ DS.S(1λ , sk, vk , Y ) are the signatures of the CA for
the sets of the two parties. The function g(X, Y, σX , σY ) returns the set intersection X ∩ Y if
DS.V(1λ , vk , X, σX ) = true and DS.V(1λ , vk , Y, σY ) = true, and returns ⊥ otherwise.

4

Applications

PSI protocols are used in practice in a variety of different applications. We consider a few of these
applications in this section. We start by providing some background for each application and the
problem it is trying to solve. We then describe the way in which a PSI protocol can be used for
that application.
13

4.1

Ad-conversion systems

Advertising forms the backbone of the business models of most internet services today. Services are
often provided for free, in exchange for users being shown advertisements. The income from these
advertisements provides, at the very least, the money necessary to keep the service up to date and
running. More commonly, advertisements are responsible for the profits made by the companies
providing the services. In recent years, services have begun making greater and greater use of the
vast amounts of information they possess about their users in order to provide targeted advertising
to users. This makes adverts more valuable, since an advertiser can be assured that the advert will
be shown to someone who is statistically more likely to be swayed by that specific kind of advert.
This new “personalized” business model has been dubbed Surveillance Capitalism [Zub18].
In surveillance capitalism, both the advertiser and the service provider have motivation to
learn how effective the ads shown to the users are, a statistic known as the ad conversion rate.
The service provider would use this data to improve on its targeting mechanism for ads, i.e. the
recommendation system, and to adjust prices for showing adverts (more effective targeting would
command higher prices). Similarly, the advertiser would like this data in order to determine how
much it is worth spending on advertising with that service provider.
It is thus no surprise that this is the most common motivation for the construction of PSI
protocols in recent literature. It is the main application put forth in two works by Google,
(GoogleA [IKN+ 17] and GoogleB [IKN+ 19]), and is also put forth as a motivating application
in other works [PSZ18, PRTY19, PRTY20, CM20].
Use Case. One party (the service provider) has a set of all users that a particular advert was
shown to. The second party (the advertiser) has a set of all users that bought an item displayed
in the particular advert, along with the amounts they spent. The user identifiers are assumed to
be from some common database (which can be obtained using browser cookies, for example). For
competitive reasons, the two parties are not comfortable with sharing their own sets. However,
they would like to know (1) the number of users that saw the particular advert and then went on
to buy the product from the advertiser, and (2) the amount that they spent on the advertiser’s
platform. Learning (1) would require a protocol for PSI-CA, while learning (2) would use a protocol
for PSI-Sum. GoogleA and GoogleB define a variant called the Private Set Intersection-Sum with
Cardinality, that combines the variants to solve (1) and (2) simultaneously, and providing the
answer to (1) to both parties, but the answer to (2) to only one of the parties.

4.2

Private contact discovery

This application is of great interest to various secure messaging and social media platforms, especially those with a focus on privacy, such as Signal [Mar14]. The goal of private contact discovery
is to allow the platform to let a new user connect to those people on the platform that the user is
already connected to via having their contact details stored on their device. Network effects in the
information economy [SV00] make it essential for new platforms to make it simple for new users to
find people they know on the platform, because new users will only adopt a new platform if enough
of their network has already adopted the platform.
Use Case. This is a client-server setting. The client is the new user, who has a set of contacts
stored locally on their device. The server is that of the platform, which has a set of the users already
registered on the platform. The goal is to provide the client with the intersection of the two sets,
which is those contacts the client has that correspond to people already using the platform. The
client would not like their contacts to be stored on the server, or for the platform to obtain the
contacts the client has [Mar14]. Correspondingly, the server too would not want to reveal its set
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of registered users to the client. This is the motivation for performing the operation in a privacypreserving manner, and it can be achieved using a protocol computing the asymmetric version of
the PSI functionality (where only the client is given the intersection).

4.3

Checking password compromise, and sharing security incident information

A security incident is the umbrella term used to describe the range of events wherein the data or
systems of an organization or individual are compromised. Security incidents regularly make headlines, and result in loss of reputation for the affected organization, depending on the effectiveness of
their response in mitigating the impact of the breach. The sharing of information between different
incident handlers can go a long way towards quick corrective action. However, incident data usually
contains sensitive information, which makes businesses reluctant to share it with outsiders. Even if
the data is shared, it is done so with the use of legal agreements to safeguard it. Security incident
management globally would be greatly improved through the open sharing of incident data. However, note that an organization only needs to be aware of similar incidents in order to learn possible
mitigations. Therefore, it would be possible to use secure computation techniques including PSI
protocols in order to reveal only the pertinent information to an organization requesting it, while
masking the sensitive parts of the data [PSZ18].
A special scenario of a security incident is the issue of password compromise. Here an
individual is checking to see if their password exists in a list of passwords that are known to have
been hacked into. It is obvious that the individual does not want to reveal his password publicly.
Similarly, making the entire list of compromised passwords public gives potential attackers a starting
point for trying out possible passwords on a platter. This is the perfect set-up for a PSI protocol
(or a private membership testing protocol), where the user wants to learn if there is an overlap
between the singleton set of his password and the set of passwords that have been compromised.
Use Case. The IETF has a Managed Incident Lightweight Exchange (MILE) working group [Mor14],
that has developed both data formats and transport protocols for the exchange of security incident
information. The data format ensures that all incidents are labeled using a common syntax. A
company that has had a security incident can enter the protocol for asymmetric PSI with a set
with the symptoms of its incident. The protocol is run with the central database, and the company learns which of the symptoms have already been logged into the database (ideally along with
successful mitigations).
The password compromise use case is very straightforward. A PSI-CA protocol is run between
the user and the service holding the list of compromised passwords. We work in the asymmetric
setting which gives only the user the answer. This is because there is no need for the service to
learn whether the user has a hacked password. If the PSI-CA protocol outputs a non-zero answer,
that means the users password has a high chance of being compromised and needs to be changed.

4.4

Genomics

The sequencing of the human genome has opened a number of possibilities with respect to more
personalized forms of healthcare and testing. An individual’s genome uniquely identifies them,
and also provides information about their heritage, possible disease predispositions, and other
traits [BBD+ 11]. Therefore, the more widespread use of genomic data automatically raises concerns
about the privacy of individual person’s genomes. Troncoso-Pastoriza et al [TKC07] study the
addition of privacy preservation in DNA searching techniques. However, they do not use PSI based
solutions, so we consider this out of scope of this paper. Baldi et al (BBDGT) [BBD+ 11] have
considered applications of genomic computation such as Paternity Testing, Personalized Medicine,
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and Genetic Compatibility Tests, with a view to using different forms of PSI to provide privacy
guarantees for individuals genomes.
The human genome is about 99.5% identical for every human being. However, when two
individuals are closely related, such as via a parent-child relationship, there is an even greater
similarity between their genomes. As a result, a simple computational technique to perform a
paternity test is to simply compare the genomes of the two individuals. If the similarity between
the genomes is more than a certain threshold above 99.5%, then a positive result is obtained.
Similar thresholds are considered for testing genomic compatibility.
Use Case. The two clients interested in the paternity test run a PSI-CA protocol using their
respective genomes as input. This protocol will give the size of the overlap between the two clients
genomes – which can then be used to confirm a parent-child relation as above, that is, if the overlap
is greater than a certain threshold.
However, this solution is very inefficient, and takes about 4.5 days of communication between
the two parties [BBD+ 11]. BBDGT suggests two improvements to improve the efficiency, as follows.
The first is to compare a properly chosen fraction of the genome instead of the entire genome (as
suggested in domain specific papers [GS06]). The second is to simulate Restriction Fragment Length
Polymorphism (RFLP) techniques to use specific enzymes to split the genome into fragments, and
then compare the sizes of these fragments between the two parties. If the size of the intersection
is greater than some threshold a positive result is obtained. BBDGT then uses a PSI-CA protocol
to perform this in a privacy-preserving manner.

4.5

Contact Tracing

The sustained and quick spread of infections caused by the COVID-19 pandemic since early 2020
has led to the development of many techniques to manage the spread of the disease. One of the
most effective ways of slowing the spread of an infectious disease is through contact tracing [FG21].
The bare bones structure of contact tracing is as follows. Whenever an individual tests positive for
the disease, a list of persons (s)he has been in contact with in the recent past is requested. The
duration of this recent past window is based on the specifics of the disease being managed, and is
generally accepted to be 14 days for the COVID-19 virus. Once the list of contacts is obtained,
those contacts are informed that they have been in contact with someone who has tested positive
for the disease, and to quarantine and get tested. This has the benefit of reducing the essential
testing requirement to only those who have been in contact with an infected individual, which can
be very important when the spread of the disease is rampant and the public health system is under
a lot of stress. Quickly obtaining the contact list and proactive testing can help slow the spread of
the disease to a level that does not overburden the healthcare system.
However, there are significant privacy concerns with such a procedure, as it requires individuals
to reveal who they have been meeting, along with the revelation of sensitive medical information
such as the positive diagnosis of an individual to other persons. The severity of the pandemic
means that the benefits of contact tracing outweigh privacy concerns to some extent, though to
ameliorate these privacy concerns, there have been concerted efforts across the world to build
privacy-preserving protocols to perform contact tracing [TPH+ 20, CFG+ 20, VABMB+ 20, RPB20,
TSS+ 20, DIL+ 20, DPT20].
Use Case. For contact tracing, the players involved are the citizens and the government health
authority. The citizens have a set of people that they were in contact with during a certain time
window (let’s call this the citizen set), and the health authority has a set of people who have tested
positive for the disease in a window that overlaps with the above-mentioned time window (let’s
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call this the authority set). The details of the window sizes will depend on the specifics of the
disease, such as the period the virus can transfer to others and so on. A PSI-CA protocol can then
be run using these two sets in order to learn if there is any overlap between the citizen set and
authority set – the larger the overlap the more the risk of infection. The symmetric version of the
functionality might be required in order to allow the health authority to follow up on whether the
citizen has gotten tested after the protocol run has shown a non-zero overlap.
Certain health authorities, most notably Singapore’s TraceTogether but also the EU’s ROBERT
and NTK, use centralized techniques for contact tracing. The downside of such an approach is that
it requires unconditional trust in the central authority. The central authority will receive, and be
able to track, information about the citizens such as their daily routine, and who they interact
with. This has the potential for great misuse at the hands of the state. These reasons are why a
number of academics have pushed for the use of decentralized applications, which do not require
trusting a central authority. Vaudenay [Vau20] provides a more nuanced look at the centralized
versus decentralized debate.

4.6

Proximity Testing and Ride Sharing

The goal of proximity testing is to compute whether two parties are close to each other, without
revealing their distances and positions to each other, or to any other external party. There has been
plenty of work towards achieving this in a privacy-preserving manner [NTL+ 11, ZGH07, STS+ 09,
STSY10, FVM+ 10, MFB+ 11, SG14, PAP+ 15, HOS15]. The usual technique is via a threshold,
whereby the parties learn if they are within a certain distance from each other or not, with no
further information. The challenge with this technique is that if implemented naively, it can enable
a mobile adversary to move around while checking for proximity to the other party, and then
triangulate the other party’s exact position.
The technology models for ride-sharing applications typically share the location of the user
with the service. This leaves open the possibility for misuse by employees of the service, something that has happened in the case of Uber [Bes]. In response, Hallgren, Orlandi and Sabelfeld
(HOS) [HOS17] proposed a prototype of a ride-sharing app that is decentralized and requires no
trust in a third party (i.e. the service application). Optimizing the route when there are multiple
parties with different start and end points is a challenging problem even without the privacy aspect.
Therefore, HOS focus on two parameters – (1) the proximity of the journeys’ start and end points,
and (2) the intersection of the route between the start and end points. The first of these parameters
requires a variation on the proximity testing protocols, specifically that the match should only occur
when both the start and end points are within some distance of each other. This is slightly more
involved than running two proximity-testing protocols, since running two independent protocols
would reveal information when only one of the pairs of start or end points are close to each other.
The second of these parameters can be computed securely through the use of PSI techniques.
Use Case. One technique to perform private proximity testing is by using of location tags [NTL+ 11].
A location tag is a secret associated with a point in space and time that is generated by making use
of the electromagnetic signals present in the surroundings. If two tags are generated at the same
place and time, they match with a high probability (where matching is done using the Hamming
distance or set distance) [QBLE09]. At the same time, an adversary that is not at that specific place
or time should be unable to produce a tag that matches a tag for that place and time. Using such
location tags, private proximity testing can be performed by using a PSI-CA protocol to measure
the size of the overlap between the users tags. An intersection size that crosses a certain threshold
signifies that the two participants are in close proximity to each other.
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4.7

Relationship path discovery in social networks

The relationship graph is a core feature of social networks and online life today. The nodes of
the graph are the users, and users that are directly connected to each other (for example, as
friends on Facebook) have an edge between their nodes The relationship graph can thus provide
the relationship paths that are present between any two users.
The main benefit of the relationship graph to a user is for establishing trust [MPGP09]. When
it comes to reviews and recommendations, for example, a user would put more stock in the review
of a person they know, as their knowledge of that person would add more information about the
accuracy of the review. A relationship path between an employer and an applicant could provide
the employer with a means of getting trusted opinions on the applicant.
As things stand currently, most of this data is in the hands of social network companies. These
companies provide some of this information to their users, for example via mutual friends on
Facebook, or common connections on LinkedIn. This graph represents a lot of sensitive information,
and there is a potential for misuse via tracking and monitoring of multiple individuals in the
real world by bad actors who gain access to the graph. In order to prevent this, Mezzour et al
(MPGP) [MPGP09] describe techniques to discover relationship paths between individuals in a
privacy preserving manner.
Use Case. Consider a relationship graph. There are two parties who want to learn whether they
have a relationship path between them that is smaller than a certain length. The simple solution
is that one party first sends tokens to its neighbors in the graph. Each party that receives tokens
then forwards tokens as per the protocol to their neighbors, until all nodes are covered. This is
called the token-flooding phase. After the tokens have been propagated through the graph, the two
parties run a PSI protocol. The input set of the first party is the set of possible tokens that could
have been generated during the token flooding (this can be simulated by the first party). The input
set of the second party is the set of tokens it received during the token flooding phase. We omit
details about randomization and optimization steps during the token generation and propagation
from this overview and refer the reader to the protocol specification in MPGP.

5

Security considerations

In this section, we analyze which notions of security would accurately model the real world trust
between protocol participants. In the majority of applications that make use of PSI protocols in the
literature, security is considered only in the semi-honest model. Only a few recent works consider
malicious security for their protocols [RR17a, RR17b, CHLR18, PRTY20].
The main motivation for restriction to the semi-honest model is efficiency – protocols achieving
security in the malicious model tend to be much less efficient in terms of communication and
computational complexity [PSWW18]. PSI protocols generally do not scale well enough [Mar14]
on these complexity metrics to work in real time on large data sets, which is a requirement for most
applications today. However, the semi-honest model implicitly requires trusting that the adversary
will conform to the protocol specifications. We now discuss whether this is a reasonable assumption
to make.
To do so, we categorize the parties involved in these protocols into two classes, along the lines
of Kamara’s keynote at CRYPTO 2020 [Kam20] – (1) parties can be“people”, that is, regular
individuals, or (2) parties can be organizations and governments, which we call the class of “power”.
Based on this categorization, two-party protocols can be split into three types – (1) those where
both parties are “people”, (2) those where one party is in the class of “people” and one party
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People - People
Genomics
Proximity Testing
Ride Sharing
Relationship Path Discovery

People - Power
Private Contact Discovery
Password Compromise Checking
Contact Tracing

Power - Power
Ad-conversion systems
Security Incident Sharing

Figure 3: Table classifying various applications into whether their underlying PSI protocols are people-people,
people-power, or power-power protocols.

belongs to “power”, and (3) those where both parties belong to the class of “power”. A table of
the applications using PSI categorized by the type of protocol as above is in Figure 3. We will now
look at the security considerations for the two classes of parties.

5.1

People

These are individuals that run protocols on day-to-day devices like mobile phones and laptops.
A good majority of these individual users would likely just download the necessary application
and let the application run normally. If every user acted as above, using semi-honest protocols
would be sufficient. However, we cannot discount the presence of malicious attackers who tweak
the executable on their device so as to cause deviations from the specification. It could also be
that the users download the application from somewhere other than the official website, in which
case they might be tricked into downloading such a tweaked executable. In this case, even though
the user is not malicious, the tweaked app could be transmitting any gleaned information to the
hacker who tweaked the application.
Trusted execution environments. One suggested solution that allows for the use of semihonest security [TLP+ 17] is to run the individual’s side of the protocol in a secure and tamperproof environment. The most popular example of such a trusted execution environment is Intel’s
Software Guard eXtensions (SGX). SGX uses trusted hardware that is built into Intel chips to
create a secure container which contains the protocol specification [CD16]. The individual then
feeds its data to the protocol, which runs in an isolated environment that the individual is unable
to tamper with. A remote attestation can be provided to confirm the code has not been tampered
with.
This comes with its own set of issues [KRS+ 19]. The SGX mode of operation has not been
shown to be provably secure. More concerningly, there have also been some attacks like Foreshadow [VMW+ 18] that have subverted this mode of operation. The Foreshadow attack is able
not just to extract secrets stored within the SGX enclaves, but also to forge remote attestations.
Since SGX is based on trusted hardware, fixing such issues will often require hardware upgrades,
which will usually only happen when people buy new devices, which they may not do often. This
could leave large numbers of users vulnerable to attack. Furthermore, the code that is loaded into
the SGX enclave will be added on installation of the app. Therefore, if the app is downloaded from
an untrusted source, the user could still end up with a tweaked executable, which can then enter
malicious code into the SGX enclave and learn sensitive information.
Stronger security models. Malicious security would clearly prevent a user from learning sensitive private information from the protocol. However, the increase in time such a protocol would
take to run would greatly reduce its marketability, since it affects all users, even those who might
be benign. For example, a person looking for a rideshare might not want to wait a significantly
longer amount of time to get a ride scheduled just because there is a chance that he might be
acting maliciously. On the other hand, security against covert adversaries might be an acceptable
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choice for these protocols. An adversary who deviates from the protocol would be caught with
some probability that can be decided based on the use case. The penalties for being caught can
be set to be sufficiently harsh so as to be deterrence enough not to attempt. However, it is not
clear what these penalties would be. It would be hard to take punitive action beyond banning the
user from the service if they are caught. There are however certain scenarios in which there could
be legal consequences to being caught, such as in applications dealing with healthcare or genomic
data due to HIPAA.

5.2

Power

In this category we consider organizations such as big companies, or even sovereign states. A
common feature of parties in this category is that they have access to a large amount of resources,
both in terms of the computational power at their disposal, but also in terms of the power they
can often wield, especially when interacting with individuals. These organizations are often able
to make decisions in their terms of service, and the only option for individuals is to agree to those
decisions or stop using the service. Stopping using the service is usually not a feasible option,
since there are often no viable alternatives that provide the same service (and reach, in the case
of social media). When it comes to governments, there usually is no option but to comply with
the legislation (unless there is strong separation of powers and a basis for the legislation being
challenged in court), both for individuals and for organizations.
In general, organizations and governments have relatively strong incentives to gather data, be
it to improve services, increase profits, or surveil the population and quash dissent. A major reason
for them to adopt privacy-preserving techniques is public relations and optics. Being able to claim
privacy for users can give companies a marketing boost, as in the case of Signal and Apple. Another
related reason for companies to adopt privacy preserving technologies is in order to prevent data
from being subpoenaed or obtained by the state through coercion – if the company does not look
at or store the data it will be unable to provide such data.
The loss of reputation on being caught would be a major factor in any organization being wary
of acting maliciously while running a semi-honest protocol. However, as we see in the next section,
any deviation from the specification can be very effective in revealing sensitive information, and
is extremely unlikely to be spotted in a semi-honest protocol. There would be greater confidence
in an organizations claims of respecting privacy if it used stronger models such as the covert or
malicious models.
Code audits. An alternative that could allow for the use of semi-honest secure protocols is the
use of regular and surprise code audits. This option works mostly when the protocol is being run
between two organizations (i.e. power-power protocols). The chance of an audit would deter a
company from tweaking the protocol to deviate from the specification.
Code audits are of course not a foolproof method for catching malicious behavior. There is
always a chance that a subtle change is missed. More insidiously, it is also possible to use a different
compiler that introduces malicious behavior, while the behavior is as specified when compilation is
done using a standard compiler [Tho84].

5.3

Provision of incorrect inputs

There is also the issue that parties cannot be stopped from picking their own inputs, and therefore
can subvert the protocol by simply choosing a different input. When it comes to applications
like ride sharing and proximity testing, both users are taking part in the protocol with a view to
receiving some benefit from the information gained (such as a common route for a rideshare, or
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whether they are in the vicinity of the other party). Picking a different input would likely lead to
a suboptimal output for the user from the protocol, which would not be in the their best interests.
On the other hand, in genomics applications like paternity tests, there could be an incentive for
someone to provide an incorrect input (such as someone else’s genome) in order to avoid issues that
arise from the result not going in their favor. Such situations could be prevented via the use of
authorized PSI protocols, which test for the data being signed by a trusted authority (in this case,
possibly the lab providing the genome data) and only return the desired output if the signature is
valid. However, this has the downside of requiring trust in the certification authority. One could
claim that if a third party is being trusted, then the entire computation could be outsourced to
the third party without the complication of an MPC protocol. However, authorized PSI protocols
trust the CA only with certification of the sets, which means there is no single point of failure if
the CA does not store the sets it authorizes.
Enumeration attacks. Certain applications, most notably private contact discovery, have domains that are relatively small in size (the set of valid phone numbers). Some works [SFK+ 12,
HWS+ 21] have studied the use of simple enumeration attacks to obtain information about the
messaging server data set. Enumeration attacks simply use many different accounts with different
contact lists in order to learn which numbers are present on the messaging service. This attack does
not violate malicious security, since the adversary does not learn any information beyond the set
intersection. Protecting against enumeration attacks is usually done via some form of rate-limiting,
which prevents a single user from asking more than a certain number of contact discovery queries
in a given time period, or bounding the number of contacts a person can check for.

6

Do we need to achieve security in the malicious model?

We have spoken earlier about how even the malicious model of security does not prevent a malicious
party from using a different input in order to obtain information about the other party’s input.
This leads to the question of whether the loss of efficiency that happens when protocols are designed
to be secure in the malicious model is worth it. After all, can an adversary not learn significant
information about the other party’s input via a clever choice of its input?
We stress that the malicious model does still offer significantly stronger guarantees of privacy
than the semi-honest model. To highlight this, we pick a recent protocol by Chase and Miao
(CM) [CM20] that is provably secure in the semi-honest model, and show how a simple deviation
by one party can reveal the entire input set of the other party. Such an attack is clearly much
preferred to the “clever choice of input” approach, since it is guaranteed to reveal the entire input
set, not just those that match with the chosen adversarial input.

6.1

The semi-honest protocol from CM

The protocol proceeds in three phases – the first stage is a non-interactive setup phase, where
both the sender and receiver generate some preliminary data. The second stage is the oblivious
transfer phase, where the sender and receiver run some number of oblivious transfers in order
to exchange some data. The third stage is the evaluation phase, in which the sender sends the
receiver a message, after which the receiver computes the output of the protocol. Before we describe
the protocol, we clarify some notation and definitions.
Oblivious Transfer (OT). OT protocols are one of the fundamental building blocks of many
MPC protocols. There is a sender that has two input strings, s0 and s1 , and a receiver that has
an input bit b. The OT protocol securely provides the receiver with the string sb , while revealing
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Πcm .S(1λ , X):

Πcm .R(1λ , Y ):

1 s ←$ {0, 1}w

1 for i ∈ [w] do: Di ← 1m
2 D ← [D1 D2 . . . Dw ] ; k ← {0, 1}λ
3 for y ∈ Y do:
4

v ← Fk (H1 (y))

5

for i ∈ [w] do: Di [v[i]] ← 0

6 A ←$ {0, 1}m×w ; B ← A ⊕ D

for i ∈ [w] do:
Ci ← OTΠcm .R,Πcm .S ((Ai , Bi ), s[i])
k

←−−−−−−−

2

C ← [C1 C2 . . . Cw ]

3

for x ∈ X do:

4

v ← Fk (H1 (x))

5

ψ ← C1 [v[1]]k . . . kCw [v[w]]

6

Z ← Z ∪ {H2 (ψ)}

Z

−−−−−−−→

7

for y ∈ Y do:

8

v ← Fk (H1 (y))

9

ψ ← A1 [v[1]]k . . . kAw [v[w]]

10

11

if (H2 (ψ) ∈ Z) then
I ← I ∪ {y}
return I

Figure 4: The CM private set intersection protocol, Πcm .

no information about s1−b to the receiver, and no information about b to the sender. The OT
functionality can thus be written as ((s0 , s1 ), b) 7→ (⊥, sb ). In the description of the CM protocol,
we use s ← OTS,R ((s0 , s1 ), b) to denote that the parties S and R run the OT protocol as the sender
and receiver respectively, with the sender’s inputs being s0 and s1 , and the receivers inputs being
b. The protocol outputs s to only the receiver R.
Hamming Correlation Robustness. This is a property of hash functions that was first introduced in Ishai et al in their work on OT extension [IKNP03]. The definition we use is from CM,
which is a generalization of the original definition.
Definition 6.1 ([CM20], Definition 2.1) Let H be a hash function with input length n. Then
H is said to be d-Hamming correlation robust if, for any a1 , a2 , . . . am , b1 , b2 , . . . bm ∈ {0, 1}n , with
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kbi kH ≥ d for each i ∈ [m], and s ←$ {0, 1}n , we have that
c

(H(a1 ⊕ b1 · s), . . . H(am ⊕ bm · s)) ≡ (F (a1 ⊕ b1 · s), . . . F (am ⊕ bm · s))
where ⊕ denotes the bitwise XOR, · denotes the bitwise AND, and F is a random function.
A detailed description of the protocol (adapted from Figure 3 in [CM20]) is provided in Figure 4.
Chase and Miao show this protocol to be secure against semi-honest adversaries in the standard
model for appropriate values of the parameters m, w when the underlying OT protocol is also secure
against semi-honest adversaries, F is a PRF, H1 is a collision resistant hash function, and H2 is a
d-Hamming correlation robust hash function ([CM20], Theorem 3.1).

6.2

A simple attack on the CM protocol by a malicious receiver

We now describe a simple deviation from the receiver specification that allows the receiver to learn
the sender’s input set. The malicious receiver simply sets the matrix D to be the null matrix
instead of performing steps 2 through 5 in the specification given in Figure 4. It then follows the
specification until it receives Z from the sender. Once it has Z, it can locally check if any element
x ∈ X by checking whether H2 (A1 [v[1]]k . . . kAw [v[w]]) ∈ Z, where v ← Fk (H1 (x)). That is, it can
use a dictionary attack to learn the senders entire input set.

6.3

A generic example of an attack

For this, we turn back to Proposition 2.10. Recall that there we construct a protocol that securely
computes a functionality F against semi-honest adversaries, but that does not securely compute F
against malicious adversaries. More importantly, we point out that the attack we provide to break
malicious security (1) requires the adversary to deviate from the protocol specification by
only a single bit, and (2) allows the adversary to learn the entire private input set of the
honest party in the protocol. Thus, while the constructed protocol is contrived, it shows the existence of protocols that are semi-honest secure, yet are completely insecure (in that they completely
reveal the honest party’s input) with the minimal amount of deviation from the specification (just
one bit). It is important to note that the modified construction was just to ensure that an explicit
attack could be described. It may be possible to attack the original protocol itself via a malicious
adversary, like we do for the CM protocol in the previous subsection.

7

Conclusions

Guarantees of privacy and security are a fundamental part of any decentralized interaction between
parties, without which participants would be wary of sharing data freely. The field of multiparty
computation works towards achieving privacy and security in the absence of a trusted party helping
out with the computation. However, restricting to the semi-honest model of security implicitly
requires trusting that the two parties (who may not know each other) will behave exactly as asked
for by the protocol. We discuss how such trust might not be reasonable in most settings, and
also consider using trusted execution environments and code audits as non-cryptographic ways to
support the use of semi-honest protocols. At the same time, these methods also come with their
downsides and vulnerabilities. The most important takeaway for application developers is to be
clear of the security guaranteed while making use of a PSI protocol in an application.
As a result, it seems a worthwhile goal to aim to develop more efficient protocols for PSI (or
variants) that achieve the stronger notions of security such as covert and malicious. It would also be
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helpful to develop a framework for obtaining provable security guarantees for execution in trusted
environments like SGX.
The increased interest in the use of PSI protocols in practical applications makes efficiency an
important goal, as we have stated above. However, most works decouple the questions of efficiency
and security, in that they prove security asymptotically, and then provide concrete efficiency results
(often with an evaluation in practice). We feel that an increase in usage in practice should be
accompanied by the development of concrete security analyses for the protocols – that is, we
would like to bound the probability with which an adversary could attack the protocol (called the
adversary’s advantage) in terms of the advantages of adversaries against the building blocks of the
protocol. Furthermore, such an analysis would measure the adversary’s runtime in terms of that
of the adversaries against the building blocks, and the simulator. This would be very useful for
picking the parameters appropriately while building the protocol, so that the advantages are small
enough for the adversarial power that is relevant to the application.
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